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Manual for configuring VPN in Windows 7

A. Installing the User Digital Signing Certificate (DSC)

1. Once your receive the DSC, please acknowledge it by replying it to the same email address
to get the Private Key (password for DSC) on your registered mobile.

2. Download the DSC mailed to you by VPN Support (vpnservices@nic.in) and save it on your
computer.

3. Open the downloaded certificate. A certificate Import wizard window will open as shown
below. Click Next.
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4. Click Next as shown in figure below.
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5. In the next window enter the Private Key (mentioned in step 1) and check Enable Strong
private key protection... checkbox. Click Next as shown below

To maintain security, the private key was protected with a password.

Type the password for the privatekey.  £nter the private key recieved
Password: through sms below
sessnns
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[ IMark this key as exportable. This wil allow you to back up or transport your
“Keys at 3 later time.

(V] Indude 2l extended propertes.

Learn more about protecting private kevs
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6. Click Next as shown in figure below.
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Certificats Store
Certificate stores are gystem areas whers oereficates ans kept,

Windows can automaticaly select a certificate store, of you can spedfy & koation for
the certificate.

) jpytomatically select the certificate store based on e type of certificats)
Place o certificates in the following store

Learn more about certificate Stores
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7. Click Finish as shown in figure below.

Completing the Certificate Import
Wizard

The certificate wil be mmported after you didk Frish,

You hove spedficd the folowing settings:
Personal
PEK

Content
File Hame: Cr'isersinicnet \Desic:

8. On clicking the Finish button, a window will open as shown below. Click on Set Security leave

button

9. Set security level as High and click on Next as shown in figure below.
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10. Create a new Private Key for your DSC in this machine. It will be the first password you need to enter
while connecting VPN every time. Click Finish as shown in figure below.
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Note: The user is advised to change the Private Key for the DSC for security purpose. Also note it down safely.

11. Click OK as shown in figure below.

Bt appicaion n crasting & Petinited lam

12. Click OK to complete the import process as shown below.

CertificateImport Wizard o

0 The impert was successful.

B. Verification of the installation of User DSC

a. Open Internet Explorer. Go to Internet Options. Select Content and click on Certificates
button as shown below.
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b. Select the certificate issued in your name and click View button as shown in figure below.

Certificates X

Intended purpose: :<AI> M

Personal  Other People ~ Intermediate Certification Authorities Trusted Root Certificatior ¢ | * |

Issued To Issued By Expiratio...  Friendly Name

54 Dinker Gururani 04-04-2018 Dinker Gururani's...

Certificate intended purposes
Client Authentication

c. The name should be same as the username mentioned in your mail. Also verify the validity of the certificate
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issued to you.

a Certificate X

General petails Certification Path

f Certificate Information

This certificate is intended for the following purpose(s):
* Proves your identity to a remote computer

Issued tq

Issued by: vpnca

04-04-2016 to 04-04-2018

L? You have a private key that corresponds to this certificate.

Issuer Statement

o< 1]

C. Procedure to Connect NIC VPN in Windows

1. Open the website http://vpn.nic.in site and download and install VPN Client for Windows as shown
below.

Ihttps://vpn.nic.in - &¢| Serch..

pplication e

Welcome to NIC VPN Services @Wmum

About Us SETVICESY Faus 4 #allsy ey Software COTTACTIISY

-‘ VPN Client for Windows 7.8 & 10

VPN Client for Linux 32-bit

-

VPN Client for Linux 64-bit
Virtual Priy al

and secur( ypy Ciient for Mac fe
networks e
users 10| y;serBaer Token Driver for e
network fi >
Windows 32-bit
used by pe
their web ¢ fof
the server MoserBaer Token Driver for s

access Int, Windows 64-bit =

also used n
under varii Starkey Cut Driver for Windows

Gemalto Driver for Windows (new)

Gemalto Driver for Windows (old)

VPN Client for linux4.2

LBrowser's compatibility: IE 9 and above

indly upgrade Windows XP and Windows Vista as Microsoft has stopped support and patches for these ¢ VPN Client for linux 4.5
eleased, leaving them vulnerable. VPN services will not be available on Windows XP and Windows Vista ¢
For any issue please log your complaint through our website NIC Service Desk or call us on © VPN Ciient for Mac4.5.

EEE

ONTINF VPN APPLYING PROCESS
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2. Save as on desktop & run it

Save
Save as

Save and run

Fill Online VPN application form for Submit VPN application forms Receive VPN Details and Digital Install the Digital Certific

Do you want to run or save smc-new.exe (3.51 MB) from vpn.nic.in? Run

|

3. Click on Next button to install the client software as shown in figure below.
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3. Now check I accept the terms in the License Agreement and Next as shown in the figure below.

¥ Cisco AnyConnect Secure Mobility Client Setup

&

nd-User License Agreement s

B

Pease read the folonng icerse ajreement carefully
-

»

Supplemental End User License Agreement for Cisco Systems ~
AnyConnect Secure Mobility and other related Client
Software

IMPORTANT: READ CAREFULLY

This Supplemental End User License Agreement CSEULA”) contains
additional terms and conditions for the Software Product icensed
under the End User License Agreement CEULA”) between You .

© [ accept the terms n the License AQgreement
1 00 not accept the terms In the Lcense Agreement
Advanced instaler

< Bock Concel

“Note:-If in installation facing error message as per below screenshot, Kindly uninstall Trend Micro
Antivirus from system and then try”.

1 Installer Information X

. There is a problem with this Windows Installer package.
i h A program run as part of the setup did not finich as

— expectad. Contact your support personnel or package
vendor,

N

4. Open Cisco AnyConnect Secure Mobility Client from the Start Menu of Windows as shown in the
figure below.

VP
Ready to connect.

5. Type sconnect.nic.in in the white space and then click Connect button to begin connectionas  shown
above.
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8.

9. User will be prompted for Cisco AnyConnect — Certificate Selection, which shows the list of certificates
currently available on client machine. Select the DSC of the user and click OK button as shown in the
figure below.

10. User will be prompted to enter the Private Key for your DSC. Enter the correct Private Key and click OK

Security Warning: Untrusted VPN Server

Cartficats!

button, as shown below.
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Grant or deny this application permission to use this key

Key name: Application supplied name for the key

@ Grant permission

() Deny permission

Key protection password: ****‘***I

(») View key details

11. Once the correct PIN is entered, user will be re-directed to the login page, as shown below. The
username will be pre-filled from your certificate. User has to enter its password and click OK

Please sriter your LSername and password.

Varidy Panmioed:

Conneten fanner

Fsswond expumg, you Sut ender § new
e o comirue.

13. Enter New Password and Verify Password and then click Continue button to login, as shown below.
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14. User will be re-directed to the following page on entering the correct password. Click Accept to
complete the connection process.

| A= Ty acdiome 1 e

remeed Li leer

15. The yellow lock over the AnyConnect Secure Mobility Client icon denotes that the VPN session is
established and running.

el 'll'll

VPN Connected to sconnect.nic.in
cisco g .

09:59

— !ﬁ‘-?;]‘o
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16. VPN will be connected in a minute and VPN Homepage will get opened, as shown below. Now the
user has to type the URL of the application to be accessed over VPN in the address bar of the
browser.

= https://vpn.nic.in ~ & ¢ | Search.|

N Application e

Digreal Indic

Welcome to NIC VPN Serv

About Us SETVICES) Fuas & Huliey aTuaSy SOTIWATES Cuntyes Us

About NIC VPN Services

Virtual Private Network is most economical
and secure method of connecting private
networks over Internet. VPN helps mobile
users to connect to their corporate
network from Internet. NIC VPN Service is
used by government officials to update
their web sites and remote management of
the servers hosted in NIC IDCs as well as
access Intranet applications.VPN Services
also used to access secure application
under various E-GOV project.

| Browser's compatibility: IE 9 and above

Kindly upgrade Windows XP and Windows Vista as Microsoft has stopped support and patches for these operating systems are no longer
released, leaving them vulnerable. VPN services will not be available on Windows XP and Windows Vista clients from January 31, 2018.
For any issue please I ur complaint through our website NIC Service Desk or call us on our tollfree 1800-111-555

ONLINE VPN APPLYING PROCESS

How Wor

;- PESVNNIEE I - -

Apply online Submit VPN application Receive VPN Details Connect and Download software

17. To disconnect the VPN session, click on the Cisco AnyConnect Secure Mobility Client icon in the quick
launch bar and then click Disconnect, as shown above.

00:00:12




