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Manual for Connecting VPN in Windows
If you have a USB token/Smart Card received from NICCA then insert it into the
machine.

Open Cisco AnyConnect Secure Mobility Client from the Quick Launch bar or
Program Files and you will see the following in the bottom right corner of the screen.

itfiarlns AnyConnect
CISCO Secure Mobility Client

[] vPN: Ready to connect.

sconnect.nic.in

Hit Connect button to begin connection.

You will be prompted to select a certificate from the list of certificates currently
available on your machine. Select the one you wish to use and click OK as shown
below.

r ]
‘Windows Security . M

Select a Certificate

SHM
Issuer: vpnca
Valid From: §/5/2011 to 2/1/2013

vpnmha
Issuer: vpnca
Valid From: 4/25/2011 to 2/1/2013

HEE

vpnmea
Issuer: vpnca
Valid From: 4/25/2011 to 2/1/2013

test IMA

Issuer vpnca
Aald Eeoroc ) on D0ty 4o 00 o0y

b

MANOJ K's NIC sub-CA for...
Issuer: NIC sub-CA for NIC 2011
Valid From: 6/16/2011 to 6/15/2012

iClick here to view certificate prope...:

(<]
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5. You will be prompted to enter the PIN/Private Key for your certificate, as shown

below.

-
Enter PIN

To log in to ™MANOJ KUMAR™

Enter PIN: |

¥ Minimum PIM length 4 bytes
+ Maximum PIM length 15 bytes

Cancel I |

| o

Signing data with your private exchange keyg
An application is requesting access to a Protected item.

Password for:

CryptoAP| Private Key

[ Remember password

[ ok ]| cencal || Detais..

6. Once the correct PIN is entered, you will be re-directed to the login page, as shown
below. The username will be pre-filled from your certificate. You just have to enter
your password and click OK. If the username is not pre-filled automatically then
remove the token and repeat the steps 2 to 5.

Username pre-filled

from the certificate
test IMA/1EDS0BA 2000 10000

7. You will be re-directed to the following page on entering the correct password. Hit
Accept to begin the connection process.
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Hit Continue/Accept to logon. ..

—

(Security Alert

A secure connection with this site cannot be verfied. Would you still like
to proceed?

The certificate you are viewing does not match the name of the site you
are trying to view.

Yes ] [ Mo J ’ View Cerfficate ] ’ More Irfo

9. Accept any other prompts that come up during the process as this is a trusted site and
you need not worry about it.

10. VPN will be connected in a minute and you will see the following in the bottom right
corner of the screen. The yellow lock over the AnyConnect Secure Mobility Client
icon denotes that the VPN session is established and running.

itfra e AnyConnect
CISCO Secire Mobility Client

VPN: Connected to sco

164,100, 28.3

11. When you wish to disconnect the VPN session, click on the AnyConnect Secure
Mobility Client icon in the quick launch bar and then click Disconnect, as shown
above.
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