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Procedure to Connect NIC VPN in Windows for eBiz

This procedure is a step by step guide for eBiz users to connect NIC VPN on
Windows machines to access the eBiz services. It is prepared for end users like AD Banks.
The following pre-requisites need to be ensured by the users before using this procedure,

a) Windows Client Machine (Win7 and above) with Internet connectivity.

b) VPN gets connected through traditional web/network proxies. However, web
proxy server settings should not be defined on the client machine. Issues of
web/network proxies blocking connections has to be resolved the by user with its
local network team.

c) The following ports have to be allowed bi-directionally through firewalls,

Destination IPs — 164.100.28.2, 164.100.28.3, 164.100.12.68, 164.100.12.69
TCP 80/443
UDP 500/4500

d) Digital Signature Certificate (DSC) issued by CCA India Licensed CA like
IDRBT in hardware crypto token

e) Driver for hardware crypto token installed on the client machine and DSC from
the hardware crypto token recognised in the Internet Explorer.

1. Now, download and install VPN Client for Windows from the website http://vpn.nic.in as

shown below.
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Kindly upgrade Windows XP and Windows Vista as Microsoft has stopped support and patches for these operating systems are no longer
eleased, leaving them vulnerable. VPN services will not be available on Windows XP and Windows Vista clients from January 31, 2018.

ONLINE VPN APPLYING PROCESS

2. Save as on desktop & run it
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Fill Online VPN application form for

Submit VPN application forms Receive VPN Details and Digital

Do you want to run or save smc-new.exe (3.31 MB) from vpn.nic.in?

Install the Digital Certific
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Save as e )

Save and run

3. Click on Next button to install the client software as shown in figure below.
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4. Now check I accept the terms in the License Agreement and Next as shown in the figure

below.

B Cisco AnyConnect Secure Mobility Client Setup I
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Supplemental End User License Agreement for Cisco Systems
AnyvConnect Secure Mobility and other related Client
Software
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5. Click Finish button to complete installation as shown in the figure below.
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6. Insert the hardware crypto token containing DSC in a USB port of client machine.

Wizard

AnyConnect Secure
Mobility Client Setup

Click the Finish button to exit the Setup Wizard.

Classification Restricted Audience NIC VPN Users of eBiz
Version 4.0 Date of last change 4/18/2018
ﬁ Cisco AnyConnect Secure Mobility Client Setup @
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7. Open Cisco AnyConnect Secure Mobility Client from the Start Menu of Windows as
shown in the figure below.

D ven
L) Ready to connect.
- |

8. Type sconnect.nic.in in the white space and then click Connect button to begin connection
as shown above.

sconnect.nic.in

8. Now click on Connect Anyway button as shown below.
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A Security Warning: Untrusted VPN Server
Cortificate!

9. User will be prompted for Cisco AnyConnect — Certificate Selection, which shows the list of
certificates currently available on client machine. Select the DSC of the user and click OK
button as shown in the figure below.

10. Once the correct PIN is entered, user will be re-directed to the login page, as shown below.
The username will be pre-filled from your certificate. User has to enter its password and
click OK
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11. User will be prompted to create new password on first login, as shown below.

New Pasword: |

Verify Password:

Connection Banner

Password ©xprng, you must enter & new
password to contnue,

12. Enter New Password and Verify Password and then click Continue button to login, as
shown below.

New Password:
Verify Password:

Connechion Barner

Password expring, you must ender 3 new
password to continue.

14. User will be re-directed to the following page on entering the correct password. Click
Accept to complete the connection process.
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15. The yellow lock over the AnyConnect Secure Mobility Client icon denotes that the VPN
session is established and running.

| Sl VPN Connected to sconnect.nic.in

Cisco
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16. VPN will be connected in a minute and VPN Homepage will get opened, as shown below.
Now the user has to type the URL of the application to be accessed over VPN in the
address bar of the browser.
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About NIC VPN Services

Virtual Private Network is most economical
and secure method of connecting private
networks over Internet. VPN helps mobile
users to connect to their corporate
network from Internet. NIC VPN Service is
used by government officials to update
their web sites and remote management of
the servers hosted in NIC IDCs as well as
access Intranet applications.VPN Services
also used to access secure application
under various E-GOV project.

‘ Browser's compatibility: IE 9 and above |

Ireleased, leaving them vulnerable. VPN services will not be available on Windows XP and Windows Vista clients from January 31, 2018
For any issue please log your complaint through our website NIC Service Desk or call us on our tollfree 1800-111-555
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17. To disconnect the VPN session, click on the Cisco AnyConnect Secure Mobility Client icon

in the quick launch bar and then click Disconnect, as shown above.

Connected to sconnect.nic.in.

sconnect.nic.in
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