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Manual for Configuring VPN in Macintosh

To configure NIC VPN in a Macintosh machine we need two things to be
installed on the machine, namely

A. Certificate
B. Cisco AnyConnect Client

A. Installing .pfx format Certificate Received from VPN support

1 Test Cen.pfx (5kB)”

Dear Sir/ Madam,

v Subject: Digital certificate for Test
To: .

In reference to your VPN application for updating your site, the Digital
Certificate for clicnt authentication is enclosed.

The procedure for importing & configuration the digital certificate is
available in our site (http://vpn.nic.in) .

Please reply to the same mail for providing the private key via sms.

1. Download it to local device

anyconnect-mac...4.5.04029-k9.dmg
18.7 MB

Downloads . Clear

TJest Cert.pfx

4 KB
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Enter System’s User Name and password to modify System keychain

Keychain Access is trying to modify the
system keychain.
l o

’a Enter your password to allow tivis.

User Name: Sandeep Bhagas

Passta. )

Cance ) ;

Modify Keychain

2. Enter the Private key for the certificate, which is received in registered mobile no as
shown below

Enter the password for “Test Cert.pfx":

| A
‘ lﬁ Passwor

3. To know the installed certificate location

Keychain Access
E Click to unlock the System keychain.
Keyenains
" login
g Local ltems
=)
I system Roots

[Q Search
TESTCERT

Issued by: vpnca

Expires: Thursday, Movember 22, 2018 at 1:38:51 PM India Standard Time
€ This certificate was signed by an untrusted issue:

Name

» =] TESTCERT

Category
A Allltems
.. Passwords
Secure Notes
El My Certificates
P Keys
El certificates

B

t
-

1 item
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4. Always trust the certificate by double click on your certificate

TESTCERT

TESTCERT

Issued by: vpnca

Expires: Thursday, November 22, 2018 at 1:38:51 PM India Standard Time
€ This certificate was signed by an untrusted issuer

When using this certificate v Use System Defaults | =

Secure Sockets Layer (SsLBEALGTRT I

Newver Trust
Secure Mail (S/MIME) & no vaue specimiea

Extensible Authentication (EAP) no value specified
IP Security (IPsec) no value specified -

Code Signing no value specified

Time Stamping no wvalue specified

X.509 Basic Policy no value specified

¥  Details
Subject Name
Country N
State/Province Delhi
Organization NIC HQ%%09CGO Complex

~ i *3 513ie P}

B. Download & installing the cisco any connect application

1. Download the cisco any connect mobility client from vpn.nic.in as shown
below

& hitps://vpninicin

About Us bETVICESY Fanus 5 #allay VI STOSIS) Software Sunsiss U

VPN Client for Windows

VPN Client for Linux 64-bit

VPN Client for Mac

Virtual Pr cal
and secu| poserBaer Token Driver for pte
networks|  windows 32-bit ile
users to pte
net\go[r)k 1 MoserBaer Token Driver for L
used bY | windows 64-bit P
their web of
the serve 2
access In  Starkey CutDriverforWindows |
also use( o

under var  Gemalto Driver for Windows(new)
Gemalto Driver for Windows(old)
VPN Client for linux 64-bit 4.5

e

Kindly upgrade Windows XP and Windows Vista as Microsoft has stopped support and patches for these operating's 0 longer

Browser's compatibility: IE 9 and above

released, leaving them vulnerable. VPN services will not be available on Windows XP and Windows Vista clients from January 31, 2018.
For any issue please log your complaint through our website NIC Service Desk or call us on our tollfree 1800-111-555

ONLINE VPN APPLYING PROCESS

2. Double click on the package
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File Edit View Go wWindow Help

AnyConnect
4.5.04029

3. Click on AnyConnect.pkg

iCloud

& iCloud Drive Profies

= Desktop

Devices Hide
@ Remote Disc
Tags
® Blue
) All Tags...

4. Continue as shown below

®o® @ @ Install AnyConnect Secure Mobility Client -

Software License Agreement

Supplemental End User Li 1se Agr nt for
@ Introduction AnyConnect® Secure Mobility Client v4.x and other VPN-

related Software
IMPORTANT: READ CAREFULLY

N Ths Suml.ll Enc User Licerse mx {"SEULA") contains acctonal terms and
Installation Type for the Proguct wncer 1he End User License Agreement ("EULA™Y)

@ License
Destination Select

Installation oc 8 3 Yo 01
MEANINGS ASEONEC 10 Them @ the EULA. To The oxiont Tnat thore it & Corflict BEtween the terms
anc concaons of e EULA anc vs SEULAL the 10MMMs anc COoNCIons Of s SEULA wil 1ake
Summary precedence.

nud-mbwumxm‘ommmﬁuu\mwmuWuudhcsM-

e COMply Al @l UMes with InNe tarmrs CONCLONE  PrOwces Ve SEULA.
DO’-WLOADI\‘G INSTALLING, OR USING THS $OFI'WAR CONSYITUIES ACCEFTANCE
OF THE AGREEMENT. ANO YOU ARE BINDING YOURSELF AND THE BUSINESS ENTITY
THAT YOU REPRESENT (COLLECTIVELY. "CUSTOMER") 10 TH=E AGREEVEN' 1F YOU OO

X
THE SOFTWARE, AND (B) YOU MAY RETURN THE SOCFTWARE IINCLUDINO ANY
UNOFENED CD PACKAGE AND ANY WIRITTEN MATERIALS) FOR A FULL REFUND. O, IF
THE SOFTWARE AND WRITIEN MATERIALS ARE surmu:o AS PART OF ANOTHER
PRODUCT. YOU MAY RETURN THE ENYIR& r-aooucv FOR A FULL REFUND. YOUR mcuv
' . . ' 'O RETL}!N AND REF O EXFIRES 30 DAYS ER PURCHASE FROM CI1SCO
. . . oﬂ]z.:"cl.')'A(;ESOOnh VKESELI.E‘L AND AF"'LIES ONLV IF YOU ARE THE ORIGINAL EVD

cisco i RS

Print... Save... GCo Back

5. Click on Agree as shown below
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@ Install AnyConnect Secure Mobility Client -
To continue installing the software you must agree to the terms of
the software license agreement.
e Intt . . < . z - '‘N-
Click Agree to continue or click Disagree to cancel the installation and
® Lic quit the Installer.
De
s and
In - - ULAY)
= Read License Disagree Cisco
I ” e
Ins temmg
@NC CONTTONS O tNe EULA and This SEULA, The 10MmMs and CoNnaitons of s SEULA wi take
Summary PrOCOCONCE
In HOCTON 1O T IMIIITONS SOt OTh N TNe EULA O yOur ACCoSs AN Use of the Software. You
N & MO WS e WS and CONTBONS Provided in tha SEULA
INSTALLING, OR USING THE SOF TWARE CONSTITUTES ACCERTANCE
NT. AND YOU ARE BINDING YOURSELF AND THE BUSINESS ENTITY
ENT (COLLECTIVELY. "CUSTOMER") 1O T=E AGREEMENT. IF YOU DO
NOT AGREE TO ALL . THEN CISCO IS UNWILLING TO
LICENSE T™ SCETWANRE TO YOU AND {(A) YOU INLOAD, INSTALL OR USE
AND (8) YOU v (INCLUDING ANY
CHAGE AND AN E OR A FULL REFUND. ORI
THE SOF E AND wWrur A LS ARE SU D AS PAF OF ANOT=ER
FRODUCT, YOU MAY RETURN TH=E £ RE PRCDUCT FOR A FULL REFUND. YOUR RICHT
l l ' ' TO RETURN A REFUND MIRES 30 DAYS AFTER PURCHASE FROM CISCO OR AN
. . . AUTHORZE CO RESELLER. AND APPLIES ONLY IF YOU ARE THE ORIGINAL ENO
c I sc USER PURC
Print.. Save.. Go Back Continue
6. Click on Continue as shown below
(=) @ Install AnyConnect Secure Mobility Client -
Custom Install on “Macintosh HD”
Package Name Action Size
@« Introduction install 18.5 MB
» License
» Destination Select
@ Installation Type Posture
ISE Posture
Installation
Network Visibility
Summary Umbrella Roaming Security
Space Requirec: 18.5 MB Remaining: 4538 GB
installs the module that enables VPN capabilities.
ol I 11 l LI
Go Back Continue
7. Click on install as shown below
L @ Install AnyConnect Secure Mobility Client -
Standard Install on “Macintosh HD”
. This will take 18.5 MB of space on your computer.
» Introduction : 8 P Y P
e License Click Install to perform a standard installation of this software
S . on the disk "Macintosh HD".
» Destination Select
@« Installation Type

Installation

Summary

stfoan]n.
CISCO

Go Back

8. Enter the password of your system

NIC VPN Services
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Installer is trying to install new software.,

2
* Introduc l ‘ Cnter your password 10 allow this

» License User Name:
» Destinat

andeep Bhagal

* Instaliat
* Installa

PRn instoll Software s_—
etloan]n,
CISCO
6. Software will be installed as shown below
®® e 4 Install AnyConnect Secure Mobility Client =3
The installation was completed successfully.
® Introduction
@ License
® Destination Select
® Installation Type
® Installation The installation was successful.
® Summary The software was installed.
stfran]e,
CISCO
7. Enter the sconnect.nic.in & click on connect as shown below
@@ AnyConnect e
Secure Mooility Client CISCO

VPN:
Reacy to connect.

e — écct.nic.'rl Connect

NIC VPN Services
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8. To make changes in macOS enter the system password as shown below

=N macOS wants to make changes. Enter an
administrator’s name and password to allow this.

-
m macOS wants to use the “System” keychain.

User Name: sandeep

9. Enter the VPN password provided by VPN support in registered email address as
shown below

Cisco AnyConnect | sconnect.nic.in

|n| Please enter your username and password.

Username:

|

10. Click on Accept as shown below

Cisco AnyConnect - Banner

Kindly upgrade Windows XP and Windows Vista as Microsoft has
stopped support and patches for these operating systems are no longer
released, leaving them vulnerable. VPN services will not be available on
Windows XP and Windows Vista clients from January 31, 2018

Select ContinuefAccept to logon...

Disconnect @
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11. VPN will be connected in a minute & default page will open as shown below

@ Safarl File Edit View History Bookmarks Window Heip

@ B 7 %6%M Fi1203PM Q @ =
ece s < &

hitps:/vpn.nicin o

Online VPN Application

Onfine VPN Appiicaton

Welcome to NIC VPN Services i

About NIC VPN Services

Virtual Private Network is most
economical and secure method of
connecting _ private networks  over
Internet. VPN helps mobile users to
connect to their corporate network from
Internet. NIC VPN Service is used by
government officials to update their
web sites and remote management of
the servers hosted in NIC IDCs as well
as access Intranet applications.VPN
Services also used to access secure
application under various E-GOV

Browser's IE 8 and above

[Rdows XP and Windows Vista as MIcrosoft has stopped SUpport and patches for these operating systems are
0 longer released, leaving them vulnerable. VPN services will not be available on Windows XP and Windows Vista clients from

our complaint through our website NIC Service Desk or call us on our tolifree 1800-111-555

ONLINE VPN APPLYING PROCESS
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